
When considering testing for any Projects or Changes, Test Managers / Test Leads / Team Leaders
also need to take into consideration any technical security implications the Project / Change will
introduce.

Where activities are undertaken within GoR institution critical systems and sensitive data, it is
mandatory to undertake technical security reviews and assessments. Security Review(s) and
Assessment(s) are required to ensure all vulnerabilities are detected prior, during and on a periodic
basis. A request should be made to undertake a Technical Security Review as part of the overall
plan of testing.

Note: Security Testing is required to be conducted separately and by an independent party not
involved in the implementation.

If such a test is required, a Security Review and Assessment form needs to be completed and  
submitted thereon. The assessment form should be addressed to the tester indicating reason for
security testing, which type of security testing is going to be done, on which module, schedules,
tools to be used, way of reporting defects and communication, agree on confidentiality of data and
respect terms and conditions that are applied.
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