Visibility and Monitoring

Design and implement network to have clear visibility of the traffic going between:
o Computer to computer

Computer to Server,

Server to Computer,

Server to Internet and

Internet to Internal server and Computers.

e Use 'Static IP addressing' on systems and servers recorded with system identifier
to facilitate identification of intruders into the network by enabling logs and alerts
and take appropriate steps to stop any threats and anomalies.

e Enable alert by Mail or SMS to communicate any issues that arise

Whenever help is needed contact National CSIRT to manage the incidents
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